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ABOUT THE PRESENTER

FEMA-Center for Domestic Preparedness  Field Force Operations. 
Middlesex Fire Academy, Class of July 2015.

Certified Homeland                          
Protection Professional,                 
National Sheriff’s Association

Certified Threat Manager
Member, Association of                    
Threat Assessment Professionals

Member, National Tactical 
Officers Association

Steve Crimando, MA, CHPP, CTM

Principal & Founder | Behavioral Science Applications LLC

Responder

• ’93 & 9/11 WTC attacks
• Anthrax Screening Center
• TWA Flight 800
• Unabomber case, international kidnappings

Consultant/Trainer

• U.S. Department of Justice
• U.S. Department of Homeland Security
• U.S. Health & Human Services
• U.N.-Operational Support Team
• Major City Police Departments
• U.S. Military Organizations
• Multinational Corporations
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•

•

•

Situation Update: Security Risks Surrounding the U.S. Presidential Election. G4S Corporate Risk Services. September 28, 2020.

Armed Conflict Location & Event Data Project (ACLED) (Sept 27 2020) ‘Data, United States of America, 24 May – 19 September 
2020’. Armed Conflict Location & Event Data Project [online] Available: https://acleddata.com/special-projects/us-crisis-monitor/, 
retrieved Sept 27 2020.
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Introduction

SECTION ONE
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OUR GOAL

Improve participants’ ability to 
effectively anticipate dangerousness 
in times of civil unrest, and respond 
to the complex behavioral 
challenges related to potential 
group, crowd, and mob situations.
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INTENDED OUTCOMES 

• Develop accurate behavioral 
assumptions about groups, crowds 
and mobs.

• Increase awareness of threats and 
vulnerabilities.

• Better protect life and property.
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WHY DOES IT MATTER?

• Emergency policies, plans and exercises  
must be based on what people are most 
likely to do in crisis conditions.

• An incomplete or inaccurate understanding 
of crisis-related human behavior can lead 
to responses that are:

• Ineffective

• Inappropriate 

• Dangerous

Photo: Sarah Bloom
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B = ƒ (P,E)
Behavior is a Function

of Person and Environment

UNDERSTANDING HUMAN BEHAVIOR

Lewin’s Equation
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EVIDENCE-INFORMED ASSUMPTIONS

1. All communities and 
organizations may suddenly 
have the need to manage the 
impact of collective actions 
and aggression.

2. It is unlikely that most leaders 
have had instruction related 
to group, crowd, or mob 
behavior.



15
Behavioral Science Applications | Private & Confidential

REALITIES OF MODERN LIFE

1.

2.

3.

31

2

Crowds,                

Civil Unrests
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THE BIG PICTURE
•

•

•

• It’s likely that the economic impact of COVID-19 will magnify tensions by 
increasing unemployment, widening inequality and worsening labor conditions –
creating alienation from the political system and increasing civil unrest.
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PROMINENT LOCATIONS FOR PROTESTS

•

•

• The states with the highest number of incidents of 
political and social violence and/or demonstrations 
in 2020 were California (1,404), New York (786), 
Florida (652), Texas (568), and Pennsylvania (558).
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TRACKING CIVIL UNREST [1]

• ACLED: The Armed Conflict Location & Event Data Project is a disaggregated data 
collection, analysis, and crisis mapping project. ACLED collects the dates, actors, 
locations, fatalities, and types of all reported political violence and protest events.

• The ACLED provides an interactive  
U.S. Crisis Map and weekly U.S. 
Crisis Monitor weekly overviews in 
conjunction with the Bridging 
Divides Initiative at Princeton 
University.

• https://acleddata.com/2020/10/08/r
egional-overview-united-states27-
september-3-october-2020/

https://acleddata.com/2020/10/08/regional-overview-united-states27-september-3-october-2020/
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•

•

TRACKING CIVIL UNREST [2]
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TRACKING CIVIL UNREST [3]

• Carnegie Endowment for International Peace: A good one-stop source for following 
crucial trends in the most significant antigovernment protests worldwide. 

• https://carnegieendowment.org/publications/interactive/protest-tracker

• These tools, in addition to 
general OSINT searches in 
Twitter and various Reddit
forums and boards, are 
useful sources of 
information about trends, 
patterns, and on-the-
ground reporting from 
protest groups.

• Most activity is on the 
Surface and Deep Web to 
facilitate recruitment.

https://carnegieendowment.org/publications/interactive/protest-tracker
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CIVIL UNREST

•

•

•

•

•

•

•

•

21

Civil unrest occurs along a continuum of actions.
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THREE KEY CONCEPTS

• Disasters can create crowds.

• Crowds can create disasters.

• Not all crowds are violent,                               
but all crowds are potentially 
dangerous.
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SOURCES OF DANGER

Psychological 
Forces

Physical Forces

• There are well documented psychological and physical forces 
at work in large crowds that raise risks of harm.

• Some crowds or mobs set out specifically to cause harm.   
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THE PHYSICS OF CROWDS
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CROWDS AS TARGETS OF TERRORISM

• Large public events can have a highly 
symbolic value, intense media 
coverage, and provide access to a 
target rich environment, therefore 
they can attracts terrorists, either lone 
actors or groups. 

• Terrorists may view such events as an opportunity to make a statement, either 
by assassination of a public figured, explosion, or the release of a toxic 
substance.

Boston Marathon: 15 April 2013
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PROTESTS AS A TARGET FOR VIOLENCE [1]  

•

•

4 July 2020-Seattle, WA: Two women were seriously 
hurt early Saturday morning when a vehicle drove into 
a group of protesters.
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Defining Groups, Crowds & Mobs

SECTION 2
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DEFINING GROUPS

A group is a small number of persons 
temporarily congregated. Groups may be 
families, friends, neighbors, but usually 
have pre-existing bonds and a standing 
loyalty, commitment and reason to 
protect each other.  

Key Features: 

Pre-existing bond; 
Strong loyalty. 
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A crowd is a large number of persons 
temporarily congregated. Generally, 
the members of a crowd think and 
act as individuals and are without 
organization.  

Key Features: 

Maintain individuality; 
No leadership. 

DEFINING CROWDS [1]
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TYPES OF CROWDS [1] 

Crowds may be classified as:

• Casual crowds: No purpose or 
unity, no leader (i.e., shoppers, 
onlookers, etc.)

• Cohesive Crowds: Usually 
assemble for a common purpose, 
without leadership (i.e., sporting 
events, parades, etc.)

Key Features:                                                      

Lack  leadership;                                
May be emotional (+).
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Expressive Crowds: 

Assemble for some purpose. Have 
leadership. Express anger or 
attitude against a person or idea 
(Political rallies, picket lines, etc.)

Key Features:

Have leadership;                                
Emotional  and/or angry (-).

TYPES OF CROWDS [2] 
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Aggressive Crowds: Usually assemble 
for a purpose. Have leadership, 
determined to achieve  a specific end, 
move toward their objective, high 
emotional tension, can easily become a 
mob. 

Key Features:

Have a specific objective;                                     
Leadership;                                                                        
High emotional tension (-). 

TYPES OF CROWDS [3] 
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1. Denial of access.

2. Perceived breech of rules.

3. Perceived abridgement of rights.

4. Lack of organization.

5. Excessive or inappropriate use of 
force.

6. Unwillingness to obey rules.

Source: Waddington et al.

FLASHPOINT FACTORS      
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A crowd develops into a mob when all 
or most of its members have been 
instilled with a purpose and intent to 
carry out that purpose regardless of 
the consequences.

Key Features:

A strong sense of purpose; 
Willing to risk arrest, injury, 
death and destruction.

MOBS 
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Mobs may be classified as:

• Aggressive Mobs: An aggressive 
mob riots and terrorizes, as in the 
case of race riots, political riots, or 
prison riots.

• Escape Mob: A mob in a state of 
panic. In their attempt to secure 
safety by flight, members of an 
escape mob may lose their power 
of reasoning. 

TYPES OF MOBS                                   

• Acquisitive Mob: A mob motivated by 
a desire to acquire something (i.e., 
food, water, shelter, etc.
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ABOUT PANIC

• Panic is related to the perception
that there is a limited 
opportunity for escape, a high-
risk of being injured or killed, or 
that help will only be available to 
the very first people who seek it.

• Panic is unlikely in most disaster 
or emergency scenarios.
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PERCEPTION OF LIMITED OPPORTUNITY FOR ESCAPE

August 31, 2005- Baghdad:         

953 Iraqis were crushed to death or 
drowned in a stampede on the Al-
Aaimmah bridge as vast crowds of Shiite 
pilgrims were sent into panic by rumors 
of suicide bombers in their midst.
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MOBS & RIOTS

•

•

•
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TYPES OF RIOTS [1]

•

•

Source | Joel McNelly
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FOUR TYPES OF RIOTS [2]

•

•

•

•

•

•

Source | Joel McNelly
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SECTION THREE

The Role of Social Media 

in Civil Unrest
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CIVIL UNREST 2.0

•

•

• These are not your parent’s protests. Lessons learned in the civil rights protests 
and anti-war demonstrations of the 1960’s may have little relevance in this 
changed environment.  
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•

•
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• 37% of UK youth between 16-24 year-olds used 
Blackberries as their primary cell phones.

• Via the secure, private Blackberry Messenger 
network, messages could be broadcast to an entire 
address book with a single command.

• Messages shared photos of the riots and coordinated 
locations to stay ahead of police. 

LONDON RIOTS: THE SHADOW NETWORK

“Everyone in edmonton enfield everywhere in north, link up at enfield
town station at 4 o’clock sharp!!! [Bring cars, vans and also hammers]. 
Link up and cause havic, just rob everything. Police can’t stop it.” 
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TODAY’S SHADOW NETWORK:
ENCRYPTED APPS

• Anonymous posting tools.

• Share or read other people’s image-rich posts anonymously.

• Share location and find others nearby or within certain groups.

• Some erase messages after a set period of time. Messages are stored until first 
viewed and then deleted.
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THE ROLE OF SOCIAL MEDIA [3]

• Triggering feelings of group identity. 

• Triggering feelings of injustice.

• Triggering emotions such as anger.
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• Using memes as propaganda, employing sophisticated communication 
networks for both planning and recruiting, making use of both fringe and 
private online forums and organizing militias to inspire lone wolf actors for 
violent action have proven to become tried-and-true tactics by extremist 
online communities seeking to expand their influence in recent years.

ONLINE FORUMS AND MEMES [1] 

• High quality meme-images appear on Instagram and 
Pinterest and depict explicitly violent incitement 
against law enforcement and other groups, along 
with code words/memes. 
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• Extremists on the Far Right and Far Left are employing online forums which are 
growing in subscribers to recruit support and followers like other 
extremist/terrorism groups have done (i.e. ISIS, Al Qaeda, etc.).

• A qualitative investigation on Reddit revealed evidence of a network of 
interconnected subcultural forums, several with attached, private chat groups, 
which broadcast socialist, anarchist, and/or communist leanings, and evince 
themes like demonization and dehumanization of police and political 
opponents as well as violent insurgency. 

ONLINE FORUMS AND MEMES [2] 

• High quality meme-images appear on Instagram and 
Pinterest and depict explicitly violent incitement 
against law enforcement and other groups, along 
with memes are often calls for violence disguised 
with humor or through using coded language.
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• Characteristic of Jihadi extremists—themes such as violent revolution, 
martyrdom, and having a utopian narrative, and actions such as terror 
attacks—are also found in extremist groups espousing anti-fascism and 
anarcho-socialism, as well as Boogaloo in messaging.

• The appearance of posts with anti-police outrage and/or memes and coded 
language increased over 1,000% on Twitter and 300% on Reddit in recent 
months during social justice protests.

ONLINE FORUMS AND MEMES [3] 
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SECTION 4
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THE POSSIBILITY OF VIOLENCE

•

•

•

ACLED, 2020
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APPLYING THE JACA MODEL

•

•

•

•

De Becker, G. (1997). The gift of fear: 
survival signals that protect us from 
violence. Boston: Little, Brown.
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ON THE LEFT:
UNDERSTANDING ANARCHISM

• Anarcho-socialist extremism is a radical 
offshoot of socialism that attempts to use 
“propaganda of the deed” to spread anti-
capitalist and anti-monarchist ideology.  

• Because human beings are essentially 
good, human society is naturally 
cooperative.  

• Governments and other artificial and 
coercive institutions corrupt the human 
personality.  

In anarchist philosophy there is 
the idea that no social change is 
possible without violence.   
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UNDERSTANDING ANTIFA

•

•



55
Behavioral Science Applications | Private & Confidential

TRAINING ACTIVISTS

• The Ruckus Society's mission is to provide training in classic nonviolent direct action and civil 
disobedience tactics in the context of community-driven campaigns, including creative 
resistance, urban rappelling, media & communications, and blockades with and without gear.
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INDIVIDUAL ROLES WITH PROTESTS 

•

•

•

•

•

•

•

•

•

•

•
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NON-VIOLENT TACTICS

•

•

•

•

•

•

•

•

•



58
Behavioral Science Applications | Private & Confidential

SLEEPING DRAGONS
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AUTONOMOUS ZONES

•

•

• On 8 June police evacuated the East 
Precinct and groups set up 
barricades across the roadways 
entering the area, referring to the 
neighborhood as the Capitol Hill 
Autonomous Zone (CHAZ) or Capital 
Hill Occupation Protest (CHOP). 
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NOT NON-VIOLENT TACTICS
•

•

•

•

•

•

•

•

• Bleach

• Urine

• Ammonia

• Paint

•
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IMPROVISED INCENDIARY DEVICES

•

•

•

•
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EVOLVING TACTICS: 2020 [1]

•

•

•

•
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EVOLVING TACTICS: 2020 [2]

•

•

•

•
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ON THE RIGHT [1]

•

•

•

•
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ON THE RIGHT [2]

•

•

Left: Concord, NH;  Top Right: Olympia, WA;
Bottom Right: Lansing, MI
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ON THE RIGHT [3]

•

•

Source: NJ OHSP 
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The Psychology of Crowds

SECTION 5  
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BEHAVIORAL FACTORS IN CROWDS [1]

Understanding the psycho-social factors in a crowd is essential to safety and 
security.

• Anonymity: Feeling lost in the crowd, cannot be identified, therefore, lose 
responsibility for their actions.   
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BEHAVIORAL FACTORS IN CROWDS [2]

• Universality: Everyone is doing it; 
members feel attitudes and emotions 
shared by the group.

• Inability to withdraw: Being afraid to 
express a view contrary to those in 
the majority.

• Convergence: Group driven by 
shared needed and view of 
resolution.
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• Social Suggestion: Urge to do what others are doing, usually when 
there is a common denominator (same boat).

• Contagion: Collective behavior and thought where excitement is 
transmitted from one person to another. Provides the crowd with 
psychological unity, can become a mob.

BEHAVIORAL FACTORS IN CROWDS [3]
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The Physics of Crowds

SECTION 6

Hajj. Mecca, Saudi Arabia.                                                      
2010 Attendance: Approx. 3.4 million pilgrims  
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CASE STUDY: HAJJ 2015
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CROWD CRUSH

• People need at least 1 square yard of 
space each to control their 
movements.

• As crowds become more dense, the 
compression increases exponentially. 

• The compounded force of 5 people 
crushing in can kill a person. 

• Humans lose consciousness after 
being compressed for just 30 seconds, 
they can be brain dead within 6 
minutes.

• Most people who die in crowds die 
from asphyxiation while standing 
upright, not from trampling.

• Most die without ever falling 
down. 
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CROWD DYNAMICS

Crowding, stampeding, trampling, and suffocating with no avenue of escape 
is the number one cause of multiple injuries and death by human hands in 
group settings.
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THE F.I.S.T. MODEL*

• A model for understanding the 
causes of crowd disasters, means of 
prevention, and possible mitigation 
of an ongoing crowd incident. 

• The elements of the model form the 
acronym "FIST", which is a useful 
reminder that any crowd situation 
can quickly  become threatening and 
potentially lethal. 

(Originally presented at the First International Conference on 
Engineering for Crowd Safety, London, England, March 1993. 
Revised exclusively for crowdsafe.com, January 2002.)

*Force, Information, Space, Time
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• One study showed that under  
a simulated panic, 5 people 
were capable of developing a  
vertical pressure of 766 lbs. 

• In one soccer stadium 
incident, people ended up 
piled on top of each other 10 
feet deep, creating a 
horizontal pressure of 800-900 
lbs. 

• Even the small movements of 
so many people aggregate into 
a powerful force.

THE PHYSICS OF CROWDS: FORCE 

Horizontal Loading on Handrails. NBTC Tech. Rec 514, Nat.Tech. Centre, 
New South Wales.
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Organizational Strategies                      
for Planning & Preparedness

SECTION 7
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2020: THE COST OF CIVIL UNREST
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THE COST OF CIVIL UNREST [1]

Insurance Information Institute, June 2020

• The vandalism and looting following the 
death of George Floyd at the hands of 
the Minneapolis police will cost the 
insurance industry more than any other 
violent demonstrations in recent history.

• The protests that took place in 140 U.S. 
cities this spring were mostly peaceful, 
but the arson, vandalism and looting 
that did occur will result in at least $1 
billion to $2 billion of paid insurance 
claims — eclipsing the record set in Los 
Angeles in 1992 after the acquittal of the 
police officers who brutalized Rodney 
King.
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•

•

•

THE COST OF CIVIL UNREST [2]
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RECOMMENDATIONS FOR ORGANIZATIONS [1] 

1.

2.

3.

4.
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RECOMMENDATIONS FOR ORGANIZATIONS [2] 

5.

6.

7.

8.
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EXECUTIVE CONSIDERATIONS

•

•

•

•

•

•
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PEOPLE MANAGER CONSIDERATIONS
•

•

•

•

Photo | Sarah Bloom



85
Behavioral Science Applications | Private & Confidential

BUSINESS CONTINUITY, SECURITY & OTHERS [1]

•

•

•

•

•

•
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BUSINESS CONTINUITY, SECURITY & OTHERS [2]

•

•

•

•
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Monitoring OSINT/Social Media can provide advanced warning and the time 
needed to mitigate the threats and risk to employees, facilities, assets, 
operations, and reputation.

• Public sentiment

• Brand, company, facility, locations, and personnel mentions

• Known and evolving influencer hashtags

• Protest announcements and/or updates

• Trending election, social and/or racial injustice mentions and hashtags

• Local news coverage should also be monitored to stay up to date on protests 
and any breaking events. 

BUSINESS CONTINUITY, SECURITY & OTHERS [3]
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BUSINESS CONTINUITY, SECURITY & OTHERS [3]

•

•

•

•
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GUIDANCE FOR EMPLOYEES & OTHERS [1]

•

•

•
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GUIDANCE FOR EMPLOYEES & OTHERS [2]

•

•

•

•

•
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GUIDANCE FOR EMPLOYEES & OTHERS [3]

•

•

•

•

•
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AN IMPORTANT DISTINCTION 

•

•

Crowd Management is the disciplined and practical use of 
acquired skills intelligently to be able to control and direct 
crowds with a threat of harmful planned or spontaneous 
behaviors. 

92
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SUGGESTIONS FOR SECURITY LEADERS

1. Have a practiced plan

2. Possess shared skills across 
disciplines

3. Coordinate actions

4. Act decisively, but with 
restraint

5. Don’t intervene until you are 
ready

6. Don’t act out of emotion

Adapted from, SWAT Officer Dan Marcou, 

93
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TRAINING

•

•

•

•

•

94
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COMMUNICATIONS CHALLENGES

•

•

•

•

95
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SECTION 8 
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• Don’t stop or stand near temporary structures which could  collapse under 
the weight of a crowd.

• Don’t stand near or against immovable objects, such as walls, doors or 
barricades, which would limit your options for escape or increase the risk of 
being crushed.

• If you are caught up in the middle of a moving crowd, DON’T STAND STILL 
OR SIT DOWN! Keep moving in the direction of the crowd.

• If you have dropped an item, unless it is critical, don’t try to pick it up. 
Bending or getting your fingers stepped on or trapped will increase your 
risk of being pushed to the ground.

WHAT EVERYONE SHOULD KNOW [1]
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WHAT EVERYONE SHOULD KNOW [2]

•

•

• The force will begin to weaken 
as you reach the perimeter of 
the crowd and you will be better 
able to break free. 

Use the same approach as breaking free from a rip tide—
go across, not with or against the flow.
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• If you fall or are pushed down, try to get back to your feet as quickly as 
possible; If someone is willing and able, extend an arm and ask for help 
getting back to your feet.

• If you can’t get up, keep moving! Crawl in the direction of the crowd until you 
can get back up.

• If you cannot get up at all, curl up in a ball to 
create an air pocket and cover your head. 
Keep your back facing up, protecting your 
head and face with your hands and arms.

• Crowds tend to surge and pulse. Wait for 
a lull in the pressure or flow to try to get 
back to your feet. 

WHAT EVERYONE SHOULD KNOW [3]



100
Behavioral Science Applications | Private & Confidential

TAKE-AWAYS
•

•

•
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THANK YOU!

•

•

How to Survive a Riot

•

101

https://www.sugarsync.com/pf/D12049_65_6740114259
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FOR MORE INFORMATION 

info@behavioralscienceapps.com

www.behavioralscienceapps.com

www.facebook.com/bsacrisisintervention

www.linkedin.com/in/stevecrimando

mailto:info@behavioralscienceapps.com
http://www.behavioralscienceapps.com/
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ABOUT BEHAVIORAL SCIENCE APPLICATIONS LLC

•

•

•


